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Required Specifications

Comply [Reference of comply

(YIN)

in Data sheet

1. Core switch

Quantity: Two switches

Resiliency & High Availability

= All field installable components should be hot swappable (PSUs / fans / modules)

= Switches should support an Active-Active Configuration like multi chassis LAG.

Performance & Scalability

Minimum 4 slots Modular Chassis

Non blocking switch fabric

Switches to support a minimum of 2 Tera bps switching performance

Minimum hardware forwarding rate on L2/L3 of 1Bpps.

Should support a minimum of 96 SFP+ ports.

Modules should be able to support:

1/10G SFP+

100M/1G/10G copper

40 Gig QSFP+

100 Gig QSFP+

Virtualization

» The Core switches should support virtualization of Layer 3 Unicast and Layer 3
Multicast Traffic.

= The Core switches should support instant end-to-end provisioning of all kinds of
services L2/L3/Unicast/multicast.

Features and Standards

IEEE 802.1aq

IEEE 802.1ah

IEEE 802.1ag

Minimum 100,000 MAC address supported

IEEE 802.1 Q VLAN encapsulation.

Support for 4000 VLANs per switch.

Link aggregation 802.1ad and LACP.

Link aggregation across line cards.

Support for Jumbo Frames

OSPFv2, OSPFv3 and eBGP routing protocol Support, IPv6 hardware routing
support.

»  |GMP viiv2/v3

Support of multicast routing protocol PIM-SM and PIM-SSM

VRFs support — minimum of 20 VRFs

Port security to limit allowed mac addresses.

L2/L3/L4 Access Control Lists (ACL) on all ports

All ports on the Backbone switches shall support full Quality of Services without
any additional hardware / software for future usage with support for 8 priority
Queues.

Should be equipped with redundant Power supplies

= Per port shaping and policing.

= LLDP for network topology discovery
v Radius/TACACs+ Support

= SSHv2

= SNMPv1,2 3

Needed Modules

o Three x 24 ports 100M/1GE/10GE Base-T Modules

o One x 24 Port 1GE/10GE SFP/SFP+ based Module

u 10 x 10GE SR SFP+ transceivers

u 2 x 10G DAC cable 3 meters (for interconnect between two core switches)

= Three years warranty




Required Specifications

Comply
(Y/N)

Reference of comply
in Data sheet

2. Edge Switches (48 Ports)

Quantity: Seven switches

Ports

» 48 10/100/1000 PoE+ ports with 4 SFP+ interface accepting 1/10G transceivers.

«  Minimum 2 x 10GE SR SFP+ transceivers for uplink (to be offered separately)

Stacking

= Stackable minimum 24 Gbps stacking throughput

«  Stacking cables should be included

Performance

The Access Switches should support switching fabric of at least 170Gbps

= Minimum forwarding rate of 1000 Mpps
s The Access Switches should support PoE+ 802.3at

Supports minimum power hudget of 720W per switch

Features & Standards

«  Minimum 8,000 MAC address supported
* |EEE 802.1 Q@ VLAN encapsulation.

Link aggregation 802.1ad and LACP.

Support for Jumbo Frames

IGMP vi/v2/v3

Port security to limit allowed mac addresses.

L2/L3/L4 Access Control Lists (ACL) on all ports

Support for eight egress QoS queues per port

Per port shaping and policing.

Classification type of service (ToS) or DSCP.

LLDP for network topology discovery

Radius/TACACs+ Authentication Support

SSHv2

SNMP v1, 2, 3

1U Rack mountable with rack mount kit

Three years warranty

3. Edge Switches (24 Ports)

Quantity: One switch

Ports
( 24 10/100/1000 PoE+ ports with 4 SFP+ interface accepting 1/10G transceivers.

= Minimum 2 x 10GE SR SFP+ transceivers for uplink (to be offered separately)

Stacking

= Stackable minimum 24 Gbps stacking throughput

Performance

The Access Switches should support switching fabric of at least 100Gbps

The Access Switches should support PoE+ 802.3at

= Minimum forwarding rate of 90 Mpps

Supports minimum power budget of 720W per switch

Features & Standards

Minimum 8,000 MAC address supported

IEEE 802.1 Q VLAN encapsulation.

Link aggregation 802.1ad and LACP.

Support for Jumbo Frames

IGMP v1/v2/v3

Port security to limit allowed mac addresses.

L2/L3/L4 Access Control Lists (ACL) on all ports

Support for eight egress QoS queues per port

Per port shaping and policing.

= ] = = = = = = = =

Classification type of service (ToS) or DSCP.




Required Specifications

Comply
(YIN)

Reference of comply
in Data sheet

LLDP for network topology discovery

Radius/TACACs+ Authentication Support

SSHv2

SNMP v1, 2, 3

1U Rack mountable with rack mount kit

Three years warranty

4. Firewall Appliance

Quantity: Two firewall appliances.

Should provide full UTM services: NGFW, Application Control, IPS, Web filtering

Min. IPv4/IPv6 Firewall Throughput (large packets) 30Gbps and (small packets)
20Gbps

Min. Firewall Forward Rate (Packets per Second) 30Mpps

Min. IPS throughput 5Gbps

Min. NGFW throughput 5Gbps

Min. Application Control Throughput 10Gbps

IPSec VPN throughput 20Gbps

Latency < 3 Micro Second

Min. concurrent sessions (IPv4 or iPv6) 5 Millions

New sessions per second 200K

2 ports x 10GE SFP+ SR (fully populated)

Min. 16 x 1GE RJ45 ports

Min. 2x200GB internal storage

HA Active/Active, Active/Passive

Max Form Factor 1U

Min redundant AC power supplies (Internal)

Support Virtual Firewall Min 10

= = = = = = L} = = = | A = = = =

3 Years Warranty

=

Logging and Reporting Device

Quantity: One.

Min. device capacity handling 200GB/day of logs.

Min 1 GE RJ45 4 ports (fully populated).

Should support Min. 100 devices

Min storage capacity of 6TB Usable Storage (After RAID)

Min support of RAID 0/1/5

Max Form Factor 1U

= 3 Years Warranty

6. Fiber Uplink Between Floors
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7. Bidder should provide the road map for the all offered products
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